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e Casablanca Ventures LLC is the hospitality industry’s oldest credit card processing and data security firm that specializes in
highly personal “concierge” service — and saving money — for each of our clients, which has given us one of the longest client

retention rates in the payments industry.

* Mercantile Processing Inc. (MPI) is a full service registered national processor and the official processor of the Maryland
Bankers Association. Founded in 2006 by an actual hotel industry professional, MPI understands and prioritizes exceptionally
prompt and friendly service for each of their clients at some of the lowest lodging-certified costs in the industry because it’s an
efficiently run, family-owned processor with low overhead. It is completely independent and not part of any giant global
conglomerate that requires higher margins from its subsidiaries.
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Core Beliefs
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The West Side Tennis Club & Forest Hills
Stadium: “America’s Wimbledon”
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“Data Breaches Soar, Remaining on the
Rise for the Third Consecutive Year”

April 13, 2022
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of cyber attacks target
small businesses.

A 1““ . i {
Sesimgt - data. $inage. outeriadghed s
-

S ; uu.smage.outcﬁmn”b

i, 600/0

y JI‘*"@"t’t;
of those hacked close
their doors within

6 months.
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Why Would Miscreants Want to Hack Your PC?



What’s at Risk: Everything!

e Account Data — cardholder data, ACH/check info, Bitcoin private key

e Customer Data — PIl, PHI, metadata, authentication info

* Corporate Data — sales, revenue, projections, employees

e Competitive Intelligence — pricing/cost, sourcing, new products, new markets
* Intellectual Property — R&D, processes, trade secrets, electronic products
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Trust Relationships
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Phishing Accounts for 91% of
Data Compromises

Don’t Get Hooked!
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Don’t Click on Embedded Links!



Phishing Lessons

Don’t click on links in emails or open attachments unless you recognize the source.

Even then, be careful. A healthy dose of skepticism is advisable in our online world.

Hackers spoof emails to look almost exactly like the page you’re used to seeing.

Watch for red flags such as urgency and grammatical, spelling, punctuation, and syntax errors.

Be cautious and wary and inspect the email address for strange features like extra digits or characters (e.g., a
lower-case L can be substituted for an upper case | to result in an entirely different URL).

Instead, open your browser and enter the URL for the page from your records, don’t use the link in the email.
Don’t re-use passwords.
Turn on your spam filters.

To avoid phone phishing attempts, when in doubt, hang up, look up, and call back.

Real World Lesson: Clicking on a Change Password link is how John Podesta, the chairman of Hillary Clinton’s
presidential campaign, had his email account compromised. Logging in via the embedded Change Password
button exposed his username and password to the hackers. What he should have done instead was to close
the email, open his browser, log into his Gmail account via his known link, and change his password that way.
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For Sale: Everything & Anything



Credit Card Dumps
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You Too Can Learn to Hack!

$12.99

ACCOUNT HACKING PROGRAM
USED TOHACK SOCIAL MEDIAACCOUNTS

HACKED ACCOUNTS ARE THEN USED FOR:

Purchasing Products | Broadcasting | Verification | Cashouts and more.
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How to Prepare for a Ransomware Attack

Stay educated and up to date on ransomware risks. Keep an eye on news
concerning the latest threats.

Know what data you stand to lose. if you know what data is at risk for your

company and where it's all stored, you will know how to prioritize scheduling backups and
investing in offsite storage.

Make sure everyone you work with is focused on security. Third parties,

partners, and supply chain elements could all introduce ransomware risks that could
affect your company. Talk with anyone who accesses your data about their security plans.

Review and test your incident response plan. who will you call to get your

computers back online during a ransomware attack? How much are you willing to pay to
get your data back? How long can your business remain offline during a security incident?
It's iImportant to create and regularly review an incident response plan to make sure you
aren't at the mercy of a ransomware group.

Implement a zero-trust strategy. Eliminate implicit trust. This means every

authorization request and every session must be validated before a user can continue on
the network. Validating at every stage of every digital interaction makes it harder for
attackers to get in and wreak havoc.
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10.

How to Prepare for a Ransomware Attack

ldentify your exposed assets. what's on your social media feeds? What's in your

inbox? Any information about yourself and your business you make public is in danger of
being exposed in a data breach or used as fodder for ransom attacks. Don’t get caught
unawares. Protect your logins with complex, hard-to-guess passwords that you keep in a
password manager’s encrypted vault.

ldentify and block potential threats. keeping exploits, malware, and command-
and-control traffic at bay takes away easy targets from attackers.

Learn how to automate your protection. use tools such as antivirus protection
that will detect ransomware threats early so you can respond and recover quickly.

Secure your cloud presence. To launch ransomware attacks in cloud environments

in the future, criminals will probably use tactics we have yet to encounter. Prepare your
business by using identity and access management software (visit www.pcmag.com) to
secure cloud APIs.

Reduce response time with retainers. Keep incident response experts on speed

dial. They can help you create a budget for responding to a ransomware threat and thus
take faster action to get you back in business faster.
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http://www.pcmag.com/
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The Target Breach

All Target stores used same HVAC contractor.
Malware delivered in an email to employees.

VPN (Virtual Private Network) credentials used by the contractor to
remotely connect to Target’s network were then stolen.

That foothold was then used to push malicious software down to all
of the case registers at more than 1,800 stores nationwide.

DAMAGE:
e 70 MILLION credit & debit card account numbers stolen.
e $595,000,000.00 estimated value to the hackers.

 Total cost to Target: $291,000,000.00 PLUS lost sales and profits due to
reduced consumer trust.



The
Equifax
Breach
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Card Testing Attacks on the Rise

« A fraudulent card testing attack begins with fraud actors acquiring stolen partial or full card
credentials. The fraud actor will then use various digital tools, including bots or scripts, that can
rapidly submit hundreds of thousands of card-not-present (CNP) transaction authorization requests
on an e-commerce site.

» Impact of Card testing — card testing can be detrimental to ecommerce, especially small to medium
sized businesses. Due to the large scale of transactions processed as a result of card testing,
unfortunate businesses targeted by card testing attacks suffer:

« Disputes (or Chargebacks) — cardholders become notified upon successful payments, leading to high
disputes and an increase in chargeback ratio

* High Decline Rates — large number of declines may raise alerts to banks; high decline rate when
associated with the BIN can also damage the reputation of issuer banks

» Extra Costs — surge of testing transactions will accumulate a large sum of interchange fees charged by the
authorization process. Not only will merchant pay for extra costs of interchange fees, but also the cost of
disputes and dispute fees that will emerge.

» System and Network Performance — consumes system capacity and network bandwidth
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Card Testing Attack Remediation

Set Card Limits — add a maximum number of new cards allowed daily from a single
IP address

Velocity Control and Lock Out Mechanism — limit the number of transactions
submitted over a specified period and lock out customer or IP address if detected

Decline Restrictions — block IP address or customer if ‘transaction declined’ for a
specified number of times

Refund Fraudulent Transactions — to avoid further financial and reputational
repercussions, merchants should make effort to refund fraudulent transactions, when
possible, to maintain customer satisfaction and reduce opportunities for disputes.

Secure Checkout Cart and Payment Page — employ tools to prevent bots or
automated scripts from submitting transactions e.g., CAPTCHA (Completely
Automated Public Turing test to tell Computers and Humans Apart)
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CAPTCHAS

Image CAPTCHA
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Improve Security, Enhance Guest Relations,
and Save Money with EMV

Reduce vulnerability to hackers within hotels’ Local Area Network (LAN) — data coming out of EMV terminals is encrypted.

Reduce your PCI footprint — data encrypted by EMV chip readers can only be decrypted by the processor, thus making your
PCl compliance easier to achieve.

Reduce your chargeback risk — as of Oct. 2015, hoteliers processing credit cards with chips the old-fashioned way (reading
magnetic stripe) are now liable for fraud instead of the issuing bank. When guests see you swipe their chip card instead of dip
or tap it, some engage in friendly fraud and call their issuer to claim they were never at your hotel, and because you didn’t
process the transaction with the chip, you'll lose the chargeback dispute.

Meet expectations of security-savvy guests — hotel guests appreciate merchants that take extra steps to protect their credit
cards from theft.

Offer guests modern payment alternatives — most EMV-equipped terminals can accept EMV-NFC (Near Field
Communications) chip mobile payments like Apple Pay, Google Wallet, and Samsung Pay.

Electronic guest signature — upon check-in, guests can sign using built-in electronic signatures pads on some EMV readers,
making signature retrieval easier when necessary to dispute chargebacks.

SAVE MONEY - if a merchant has greater than 10% fallback transactions monthly (a “fallback” occurs when a chip card is
presented in a face-to-face transaction, but the card is swiped instead of dipped or tapped), VISA now charges a Non-EMV
Fallback Fee of $0.10 per transaction, and some processors then add their own penalties of up to $300 a month and 0.65%
tacked on to the Interchange cost of each fallback transaction.



Beware: Your Digital Voice Assistant is Listening!



Protect Your DVA from Hackers

1. Watch what you connect — Since your voice assistant can be a hub for your connected devices — lights, thermostat, TV — be
selective about what you connect. It’s smart not to connect security functions, such as a door lock or a surveillance camera. You don’t
want a burglar to yell “Unlock the door!” and have your voice assistant oblige. At the same time, you should disable the feature that
links your calendar or address book — often rich sources of information.

2. Delete commands — Smart speakers allow you to listen to your past commands and to erase some or all of them. This is a good way
to wipe any sensitive information that may be stored. It’s true, your device may have to “relearn” a command, but it’s a quick learner.

3. Be careful what you share — There’s plenty of information you don’t want your voice assistant to know. That includes your
passwords, credit card information, and Social Security number. Remember, it’s possible anyone could access your sensitive personal
Information just by asking for it.

4. Turn off the microphone — Consider muting your device when you’re not using it. That’s the easiest way to get your device to stop
listening. Of course, you’ll have to turn it back on next time you want to check the weather. Or you could look outside.

5. Turn off purchasinﬁ— Smart speakers often can be set to make purchases on command. Anyone with access to the device may be
able to make a buy. That could be a problem. The solution? Set up a purchase password and keep it a secret.

6. Stay on top of notification emails — What if someone happens to slip in a purchase. You’ll usually receive a notification email. If it’s
something you didn’t order — maybe it’s something suspiciously suited to your 12-year-old — you can cancel it.

7. Turn off “personal results” - Your voice assistant may help you to pay bills and manage other personal information. That could
expose information you’d rather keep private, such as passwords or bank account numbers. One option? Turn it off.

8. Mind your network — Use a WPA2 encrypted Wi-Fi network and not an open hotspot at home. Create a guest Wi-Fi network for
guests and unsecured loT devices.

9. Enable voice recognition — You may be able to confi%ure your device for voice recognition. This enables your device to tell different
voices apart. This can be helpful, but it may not work all the time.

10. Strengthen your passwords — Protect the service account linked to your device with a strong password. If it’s available, use two-
factor authentication. This can prevent anyone who has access to the account from listening in remotely.



The compromised pump with the hidden camera bar still
attached. Newer, more secure pumps have a horizontal
card reader and a raised metallic keypad.
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The fake panel (horizontal) above the “This Sale” display
obscures a tiny hidden camera angled toward the gas
pump’s PIN pad.
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A front view of the hidden camera panel.
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The unauthorized Bluetooth circuit board can be seen at
bottom left attached to the pump’s power and card
reader.
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Discovering a Breach

Average time it takes a company to detect that they’ve been breached:

250-300 days

Source: 2017 Nuix Black Report



A Public Relations Nightmare



Breaches are Expensive!



Breaches are Expensive!



A Breach Can Put You Out of Business

Variable Example 1 Example 2
Number of rooms 10 15

+ Average stay 2 nights 2.5 nights

X 365 days 365 365

X Years of storage compromised 3 5

x Cost per record S170 S170

= Total cost of a data breach $930,750 $1,861,500



Breach Remediation Item

Approximate Cost

PCl Forensic Investigator

$50,000 to $5000,000 +

Forensic investigation

$12,000 to $100,000 +

Accelerated Remediation: Short-term - Stop the bleeding
Controls (low-hanging fruit) & full PCl gap assessment
Long-term processes and procedures, and tactical and strategic fixes

$200,000 to $500,000 +
$500,000 to $1,000,000 +
$1,000,000 to $10,000,000 +

Card brand compromise fines

$5,000 to $50,000 +

QSA assessments

$20,000 to $100,000 +

Free credit monitoring for affected cardholders

$10 to $30 per card

Card re-issuance penalties

$3 to $10 per card

Breach notifications - each affected cardholder must be notified as required by their own (not just your)
state’s law, usually within 30 days of when the PFI confirms the breach and notifies you; there are
significant fines for violating state deadlines

$2,000 to $5,000 +

Technology repairs

$2,000 to $10,000 +

Legal fees

$5,000 to $100,000 +

Increased card processing fees

Civil judgments

Reputational costs - after a breach, many businesses have lost up to 40% of their sales from customers
losing confidence in their brand

Up to 40% of sales

PR & marketing communications firm retainer

Expensive!

Insurance co-pays
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Coverage snaphot:
Cyber liability insurance

All businesses — small businesses are especially
vulnerable, and are top targets for cyber criminals

First- and third-party losses resulting from:

©

/ Liability from
online content

(e.q. copyright
infingement,
plagiarism,
)“ defamation)
s rea L
(e.g. misplaced

virus breaches
laptop or hard

9))) Quicktip copy file)
Cyber criminals may use your networks

(which includes technology like smart thermostats)
to gain access to your larger clients' data

Privacy breach

Copyright © 2022 Casablanca Ventures LLC. All rights reserved.



Password Pain
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Bad Passwords Have Conseguences!

e Financial losses for both businesses and consumers.
* Lack of privacy.

* Theft of your personal information. After gaining access to a user’s
credentials, many hackers will log into their accounts to steal more of
their personally identifiable information (Pll) like their names,
addresses, and bank account information. They will then use this
information either to steal money from the user directly or to steal
their identity. Identity theft can result in further financial losses or
difficulty getting loans or employment.
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One Solution...
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Or this...
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Another Solution...



Password Entropy

Password entropy — measurement of a password’s unpredictability
based on the character set used (which is expansible by using lowercase,
uppercase, numbers, and symbols) and password length.

For example, at 1,000 guesses per second...

 TrOub4dor&3 would take 3 days to crack.

e correcthorsebatterystaple would take 550 years to crack.

* Don’t use this specific one because it’s already been widely publicized on the web. Come
up with your own.
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Free Password Checking Tool

https://www.security.org/how-secure-is-my-password/



Solution: A Password Manager!

Search password manager apps comparison on pcmag.com, us.cybernews.com,
tomsguide.com, wired.com, nytimes.com/wirecutter, or other reputable tech websites.



Password Don’ts and Do’s

DON'T:

e Use the same password twice. (And no, “poodle 3” and “poodle4” don’t count as different passwords.)

e Use personal information (name, birth date), keyboard patterns (qwerty), sequential numbers (1234), or repeating characters (aaaazzz).
* Make your password all numbers, uppercase letters, or lowercase letters.

* Tell your password to anyone, write your password down, or send your password by email.

DO:

* Use long word strings without spaces or randomly-generated gibberish passwords.

* Make your passwords at least 8 characters long.

* Forincreased security, mix upper- and lower-case letters, numbers, and symbols depending on the website’s rules.
e Store passwords securely in a password manager app on your smartphone and/or desktop or laptop.

* Change passwords at least annually.

e Check if your password has been exposed in a leak at: Have | Been Pwned? (https://haveibeenpwned.com/).

e At the very minimum, use a:
e Basic password for websites that don’t store or require any of your personal information,
e Secure password for retailer websites where you enter your credit card information, and a
e Very secure password for financial, medical and other websites containing your most sensitive information.

A good password written down and stored in a secure location is much better than a bad password memorized!
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1. Freeze (not lock) your credit for free with all four credit reporting
agencies to prevent anyone from pulling your records except you and
those financial institutions where you already do business:

Equifax https://www.equifaxsecurity2017.com/
Experian https://www.experian.com/freeze/center.html
TransUnion https://www.transunion.com/credit-freeze/place-credit-freeze

2. To allow future lenders to pull your records, you’ll need a PIN that each of
the above credit agencies will give you when you freeze your account
#keep it somewhere safe!) so you can unfreeze your records either for a

ew days or permanently.

3. Once your credit has been checked by the lender you’ve authorized, you
should re-freeze the records.



Always use credit cards for purchases and debit cards ONLY for bank ATM cash withdrawals!

e Debit Card Downsides:

e Consumer protections stronger for credit cards (e.g. issuers’ zero-liability policies) than debit cards (no such policies).

* |f a debit card is compromised, your entire checking account %ets drained and all your outstanding checks will bounce, and banks require a
lot of red tape and take a long time to reimburse you. When fraud happens on a credit card, you just contact the issuer and they’ll delete
the offending transaction or issue you a new card, and you’re done.

e Using a debit card for purchases doesn’t help your credit score at all.
* |f there’s a cashier error on a debit card, you’ll wait weeks while the bank investigates and then they may or may not reimburse you.

e Card skimming, in which an illegal reader is attached to a payment terminal, is a pervasive financial scam on ATMs.
e Avoid street corner or bodega ATMs — much more prone to being compromised with skimmers and other devices.
e Set up fraud alerts for both your credit and debit cards.

e To avoid finance charges, choose a credit card and opt in to your bank’s automated payment option to pay the card’s
statement value each month automatically — you’ll avoid finance charges while getting all of the card’s miles and points.




Annual CreditReport.com

The only source for your free credit reports. Authorized by Federal law.

Your credit reports matter.
e Credit reports may affect your mortgage rates, credit card approvals, apartment requests, or even your job application.

e Reviewing credit reports helps you catch signs of identity theft early.

Federal law allows you to get a free copy of your credit report every 12 months from each credit reporting
company.

TIP: Pull a different one every four months so you cover all three over the course of a full year.

Ensure that the information on all of your credit reports is correct and up to date.

EQUIFAX TransUnion@
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Source: California Highway Patrol
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Ten Takeaways

Get cyber (breach) insurance:

a. Not expensive.

b. Available from nearly all insurance companies.

c. Should cover as many of the cost elements as possible.

d. Some credit card processors claim to provide it...but review the coverage details!

Use layered security: tokenization, encryption, EMV, multi-factor authentication, smart passwords, PCI.
Upgrade your passwords and store them in an encrypted password manager app.

Segment your network to restrict cross-contamination between your guest and administrative networks.
Secure remote access with multiple layers of authenticating security.

Use the latest versions of firewalls, antivirus software, programs, and operating systems.

Monitor your operating systems.

Get lower Lodging Industry Interchange rates:
a. Make sure your processor uses the Lodging Industry SIC (Standard Industry Classification) code 7011 for your account.
b. Use a processor that offers lodging Interchange rates and connects to your PMS via a lodging-certified gateway.

Freeze your credit...NOW!

Use a Trusted Advisor: No one can be an expert at everything, so use a Trusted Advisor like an accredited
Certified Payments Professional with decades of hands-on experience as both a hospitality and payments
professional to guide and advise you, help reduce risk, reduce your costs, and protect your business!



“...the beginning of a beautiful friendship.”



Thank Youl!

A copy of this presentation will be sent to you, along with additional data
security guidance from the FBIl and U.S. Secret Service, upon request.

Wynn J. Salisch

CHS, ETA CPP
203-253-7259

wynn@casablanca-ventures.com



	Protecting Your Data & Personally Identifiable Information (PII)�…Finally Explained in Plain English!
	Wynn J. Salisch�CHS, ETA CPP
	Slide Number 3
	Slide Number 4
	Slide Number 5
	The West Side Tennis Club & Forest Hills Stadium: “America’s Wimbledon”
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	What’s at Risk: Everything!
	Slide Number 14
	Trust Relationships
	Phishing Accounts for 91% of Data Compromises
	Slide Number 17
	Don’t Click on Embedded Links!
	Slide Number 19
	Slide Number 20
	Slide Number 21
	For Sale: Everything & Anything
	Credit Card Dumps
	You Too Can Learn to Hack!
	Slide Number 25
	Slide Number 26
	Slide Number 27
	How to Prepare for a Ransomware Attack
	How to Prepare for a Ransomware Attack
	Slide Number 30
	                 The Target Breach 
	Slide Number 32
	Slide Number 33
	Card Testing Attacks on the Rise
	Card Testing Attack Remediation
	CAPTCHAs
	Improve Security, Enhance Guest Relations, and Save Money with EMV
	Beware: Your Digital Voice Assistant is Listening!
	Protect Your DVA from Hackers
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Discovering a Breach
	A Public Relations Nightmare
	Breaches are Expensive!
	Breaches are Expensive!
	A Breach Can Put You Out of Business
	Slide Number 49
	Slide Number 50
	Password Pain
	Slide Number 52
	Bad Passwords Have Consequences!
	Slide Number 54
	Slide Number 55
	One Solution…
	Or this…
	Slide Number 58
	Password Entropy
	Slide Number 60
	Free Password Checking Tool
	Solution: A Password Manager!
	Password Don’ts and Do’s
	Slide Number 64
	Slide Number 65
	Slide Number 66
	Slide Number 67
	Slide Number 68
	Slide Number 69
	Ten Takeaways
	“…the beginning of a beautiful friendship.”
	Thank You!

